Safe Use of ICT

Marsden Park Anglican College

1. Introduction

Technology plays an integral role in enhancing teaching, learning, and administrative practices
at Marsden Park Anglican College. When used appropriately, digital technologies provide
valuable opportunities to support student engagement, collaboration, creativity, and
achievement across all areas of school life.

However, inappropriate or unsafe use of technology has the potential to cause harm to students
and staff, compromise wellbeing, and adversely impact the reputation of the College. In
recognition of this, Marsden Park Anglican College acknowledges its duty of care to ensure that
technology is used in a safe, responsible, and respectful manner, consistent with its values and
legal obligations.

This policy applies to all technology-based devices used in connection with the College,
including but not limited to computers, laptops, tablets, mobile phones, smart watches, and
similar digital devices. It covers both equipment provided by the College and devices privately
owned by students or their parents and carers.

The policy outlines the expectations and guidelines for the responsible use of technology within
the College environment, including the use of mobile devices. It applies during normal school
operations as well as all College-approved activities, such as excursions, camps, and off-site
programs.

All students and their parents or carers are expected to read, understand, and comply with the
requirements of this policy. The safe and appropriate use of technology is a shared
responsibility involving the College, students, and families.

Failure to comply with the expectations outlined in this policy may result in consequences,
including the restriction or withdrawal of access to technology and related privileges, in
accordance with the College’s Behaviour Management procedures.

The College does not accept responsibility for the loss, theft, or damage of personal technology
devices brought onto the College campus or to College-related activities. Parents and carers
are strongly encouraged to arrange appropriate insurance cover for any personal devices
brought to the College.

2. Classroom Use of Technology

Students who are authorised by staff to use laptops, mobile phones or tablets during class must
do so solely for educational purposes and in accordance with College guidelines at all times.

Students must not be given access to staff laptops for any purpose.

Consequences for any breaches of this policy will be applied in accordance with relevant
College policies and procedures.



For workplace health and safety reasons, the College does not provide access to mains power
outlets for privately owned technology devices outside of the library which can be accessed
during recess and lunch. Students are responsible for ensuring devices are fully charged prior to
the commencement of the College day.

Students are responsible for backing up their own files and work stored on laptops or tablets.
The College recommends the use of Microsoft OneDrive as a backup solution.

Student Responsibilities
Students must:
o keep their passwords confidential and not share them with others;
e use the College network in a lawful, appropriate, and responsible manner;

o refrain from damaging, disrupting, or interfering with hardware, software, networks, or
furniture;

e notinstall or load unauthorised software or data onto College systems;
e notintroduce malicious software, viruses, or non-College-related content;

e not attempt to bypass or subvert filtering, security, or monitoring systems in place at the
College.

Any attempt to compromise the security or integrity of College systems will be treated as a
serious breach and may result in disciplinary action.

3. Social, Web and Collaborative Content

The College recognises that collaboration and communication are essential components of
learning. Students may be provided with access to websites, platforms, and digital tools that
enable communication, collaboration, sharing, and messaging.

Students are expected to demonstrate the same appropriate, safe, respectful, and courteous
behaviour online as is expected offline. Online activity, including posts, chats, shared content,
and messages, may be monitored.

Students should exercise care when using online tools and must not share personally
identifiable information about themselves or others.

4. Internet Access on the College Network

When accessing the internet using the College network or College accounts, students must
comply with the following requirements.

Students must not:

e post personal or private information about themselves or others, including surnames,
addresses, telephone numbers, or credit card details;

e agreeto meetin person anyone they have met online;



e attemptto gain unauthorised access to any account, system, or service;

¢ download or install software without the permission of the Network Administrator;
e introduce viruses or malicious programs onto any device or system;

e attempt to bypass College security systems or access blocked websites;

e usethe College’s internet services to engage in illegal activities;

e use obscene, profane, vulgar, discriminatory, or disrespectful language;

e intimidate, harass, bully, defame, or otherwise harm members of the College
community;

e post messages or content that could cause disruption or damage;

o download non-educational content or use peer-to-peer or hosting services;

e use VPN services while at the College or while logged in using College accounts;
e breach copyright laws in any form;

e access profane, obscene, pornographic, violent, or discriminatory material;

e access social media or chat sites during College hours;

e use private or non-approved email accounts.

Students are required to notify a teacher immediately if they receive any content or
communication that is illegal, unsafe, or offensive.

Student use of the College network is monitored, and consequences will apply for breaches of
this policy.

6. Student Mobile Phones and Wearable Devices

Marsden Park Anglican College adopts an “off and away during school hours” standard for
student mobile phones and wearable devices (including smart watches). This applies during
class time, recess, lunch, and all College-approved activities, unless an approved exemption
applies.

Exemptions may be granted by the Principal (or delegate) following a written request from
parents or carers and/or students. Exemptions may be considered for specific educational
purposes, to support health and wellbeing needs, or as a reasonable adjustment. Any
exemption will clearly outline the conditions under which device use is permitted.

The Principal (or delegate) determines the most appropriate implementation approach for each
sub-school context. This may include devices being kept stored in lockers (Senior School), or
collected and stored by staff (Junior School).

Communication between parents or carers and students during the school day is facilitated
through Reception.

Students may carry devices to and from the College. The restrictions apply only during school
hours and College activities.



7. Year-Level Procedures (Phones and Smart Watches)

Prep-Year4

Students must not bring or use mobile phones or smart watches at school.

Communication during the school day occurs via Reception.

Year 5-Year 6

Devices must be switched off and stored securely with the classroom teacher from
arrival until 3:10 pm.

Devices must not be used for calls, messaging, photography, recording, internet access,
applications or payments.

Communication during the school day occurs via Reception.

Year 7 -Year 10

Devices must be off and away for the full school day, including recess and lunch.

Devices must not be used for calls, messaging, photography, recording, internet access,
applications or payments unless on the specific request of a teacher to be used for
educational purposes.

Students accessing the canteen must use cash, a physical debit or EFTPOS card, or
pre-ordering.

Communication during the school day occurs via Reception.

Approved exemptions for students in any year group will detail the scope and conditions of
permitted use.

8. Enforcement and Support

Compliance and consequences: Student use of technology and personal devices may
be monitored. Breaches of this policy may result in consequences in accordance with
the College’s Behaviour Management procedures.

Digital citizenship and safety: The College provides age-appropriate education and
guidance to support safe, respectful and responsible technology use.

Parent communication: The College will communicate mobile phone management
procedures and exemption processes to families, with Reception serving as the point of
contact during school hours.



